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Over the years ROCCO has released several studies that focus on the innovation
contribution of telecom vendors. Our goal is twofold since, firstly, it is important to
recognise the companies that push boundaries by introducing new products and services.
Also, different stakeholders in the telecommunications industry can make better decisions
based on this information. A recurrent issue in the telecom industry is the excessive use if
the term innovation which, at times, makes it a pointless term. In the view of Drucker (2002),
innovation is the set of actions implemented by an entrepreneur that creates new wealth-
producing resources or enhances existing resources with more potential. In this regard,
ROCCO identifies innovation as the process behind the design and implementation of new
technologies and services that either provide a better user experience or improve existing
processes.

2021 marked a change in ROCCO’s innovators initiative as, for the first time, mobile
operators were invited to participate in The MNO Innovators. Moreover, for the first time, it
was decided that participants should take a step forward and present a solution that they
considered as innovative. Additionally, The MNO Innovators represented a challenge to a
general misconception about mobile operators not being sufficiently innovative. However,
this is arguably a misconception as over the years, operators have been pushing for
innovation in key aspects such as developing industry standards or their solutions. The
participant innovations ranged from a wide array of use cases that not only encompassed
customer-centric solutions but also, processes associated with Roaming management.
Moreover, the solutions featured state of the art technology as exemplified by the use of
Artificial Intelligence (AI) or Internet of things (IoT).
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Vendor innovations that transform our industry altogether, potentially creating new
industries or radical changes to how we work. This is usually (but not always) the
introduction of a technology that creates a new industry and transforms the way we
live and work. This type of innovation often eliminates existing industries or, at a
minimum, totally transforms them. For this reason, transformational innovations tend
to be championed by those who aren’t wedded to existing infrastructure.
Transformational innovations are exceedingly rare.

Vendors that make incremental innovations based on existing solutions.
This consists of small, yet meaningful improvements in products,
services, and other ways in which they do business. These tend to be
the “new and improved” innovations. They can be easily visualized and
quickly communicated and give vendors something new with which to
grab consumer attention in an increasingly noisy marketplace.

Vendors whose innovations lead to breakthroughs in our industry. This is a
meaningful change in the way you do business that gives consumers something
demonstrably new (beyond “new and improved”). Breakthrough innovation
produces a substantial competitive edge for a while, although the length of time
anyone can maintain such an advantage is growing increasingly shorter.

/12/

THE VENDOR INNOVATORS 2022



BREAKTHROUGH INNOVATIONBREAKTHROUGH INNOVATION

TRANSFORMATIONAL INNOVATIONTRANSFORMATIONAL INNOVATION

INCREMENTAL INNOVATIONINCREMENTAL INNOVATION

The attribute faithful denotes those kinds
of vendors who always faithfully make
incremental changes to their solutions in a
reliable way. Those companies that
provide products that do not usually have
defects or complaints, are also innovative
to support specific client needs and their
products evolve every year.

A company is considered a collaborator
when it works with MNOs to make
incremental changes to its solutions. it
caters to MNOs in services such as
reducing their costs, increasing their
quality or providing them with efficiency
gains.

Intrepreneur is the attribute that denotes a
breakthrough innovation through a
company culture where internally staff are
encouraged to think like entrepreneurs,
starting start-up style thinking and
products and services inside the business.
Companies which exploit innovation
opportunities in the market, take risks in
developing new products or services and
keep an innovative stance despite success
or failure.

A challenger company is breaking through
as an innovator by challenging the normal
activities and looking to innovate the
industry it works in. It has an active stance
in the development of new standards and
processes, they also challenge current
standards to improve the situation for
MNOs and wants to innovate the industry.
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A visionary is the kind of company that
wants to make its mark by transforming the
industry and making it follow its vision. To
be considered a visionary, a company must
invest in research and development (R&D)
but also be open-minded and think
proactively about where the industry is
heading.

Finally, the inventor company is the
epitome of a transformational company, It
cannot settle with traditions and needs to
be always looking to advance the industry
with benefit to all. In other words, inventors
have original ideas as well as inspire other
companies and make customers feel
excited about their new products.
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FRAUD & SECURITY

“Voice OTP & Flash Call” 
“Flash Calls, In-app authentications”

Regarding Fraud & Security (F&S), there are several pain points worth addressing. For
instance, in the latest SMS Firewall Vendor Benchmarking Report, many MNOs indicated
that Bypass is the major threat associated with SMS-related Fraud. To add further
complexity, operators are renewing their infrastructure with both the deployment of 5G
and the decommissioning of legacy networks. In this regard, there are high expectations
for the Security Edge Protection Proxy (SEPP) in providing a better network security
architecture. Among SEPP features, it is emphasised that it provides end-to-end
confidentiality and integrity between source and destination networks for designated
message elements. In ROCCO’s Signalling Firewall Vendor Benchmarking Report the
majority of operators indicated that they are planning to implement a signalling firewall in
addition to SEPP. This reflects the current status of the network infrastructure as we are
not currently in a 5G standalone (SA) scenario.
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MESSAGING

Messaging is one of ROCCO’s core areas of research as we have been analysing the A2P
SMS market since 2015. Over this period, there have been changes such as the
consolidation of the Communication Platforms as-a-Service (CPaaS) or the emergence of
over-the-top (OTT) messaging applications. However, despite these important
transformations, it seems that SMS is still leading as the major communication channel.
This represents a milestone in the history of telecommunications given that SMS was
developed in the early 1990s. If one thing is clear is that COVID-19 represented a big push
up to the volumes of this channel. In this regard, industry consensus point to one word
which is ubiquity. As SMS is compatible across all devices, this makes this channel have a
key advantage in comparison to other newer alternatives. Despite its success, MNOs
worldwide are still suffering the impact of grey routes which reduces the monetisation of
this channel. In this regard, the insufficient momentum of RCS is also partly explaining the
dominance of A2P SMS. However, this trend can be reversed if different stakeholders get
more involved in RCS. This is exemplified by the Cross Carrier Messaging Initiative (CCMI)
by MNOs in the United States. Also, if iOS devices supported this messaging channel, its
adoption would likely increase. Finally, it is expected that A2P SMS will continue to be
dominant in the short term, however, it remains unclear which messaging channel will
overtake it.
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"After the pandemic, there was an increase in the use of digital
channels, many fraudulent SMS began to arrive. Most were
spoofing, however we must be careful with new forms of traffic
that increase international traffic to unknown destinations and
applications that only seek that the subscriber pays for some
service."
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