iBASIS Security iQ360
Digital Identity-as-a-Service
Artificial SMS Traffic Inflation Fraud

CPaas Telco Solutions
SIM Swap Fraud Management
Mobileum Assurance Solution

Flash Call Prevention solution
ROLLOP (Rollout Optimizer)
Artificial Cyber Security Expert (ACE)
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BEHIND EVERY ROCCO REPORT
IS A GREAT TEAM

ANTONIO RODRIGUEZ MERELLO

LEAD RESEARCHER

Antonio is the Lead Researcher at ROCCO. Having an economics background, his
main strengths are in ights with academic debates for me

Lecommunications sector Amnng i pubucaﬂons, he has co-authore
prominent reports of the telecommunications industry such as The P
2020 or the ROCCO 100 2020,

SARA BEN MOUSSA
GRAPHIC DESIGNER

Sara s the Graphic Designer of this ROCCO 100 report. She is experienced in
design and marketing, with interest in research. She collaborated in the creation
ies” for u

of the course “Gaming Tech” and “Extended & Virtual Re:
/entures Programme. She gave this report a visual structure, so all the
Freaieas represented in a good shape.
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JASON BRYAN

CEO ROCCO RESEARCH

Jason is the CEO of ROCCO Research based in ROCCO Group Spanish office. He.
has overseen the last 9 years of in-depth monthly research on Industry Analysis,
Vendor Performance, Market Intelligence and Market Pricing in the Roaming and
Interconnect space. Jason was the founder of ROCCO in 2012, building on 25 years
of experience in Roaming and Interconnect roles in Vodafone, Telefonica Groups
and several Vendors, as well as GSMA Chairmanship roles. Jason is also the co-
founder of Innovative Operators (10)

DHIRAJ WAZIR

CEO ROCCO STRATEGY

Dhiraj is the CEO of ROCCO Strategy and a co-founded Innovative Operators (10).
Dhiraj is a subject matter expert in the Telecommunications field of Roaming &

mi
bulldlng his telecom career with the Hutchison group, T-Mobile, EE and B befors
Joining ROCCO. Dhiraj is based in London, UK.

RroCCO
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One 0 ROCCO's major aims is to highlight the contribution to Irmovalicn in
raud & Security, Messaging, Roaming and Interconnect. Over the years,
e v coodsac v vnrdor neratonsfeseayeh whore Venson. o

the telecommunications industry were rated by MNOs according to their
contribution to innovation.

Being this the fifth edition of the Vendor Innovators, the ROCCO team
ach. In previous reports, operators rated

from different areas of the
telecommunication industry are presenting their solutions.

Besides counting on the opinion of mobile operators, this new edition
features the Lions' Den. In essence, participant vendors pitched their
innovative solutions which could help the Fraud & Security, Messaging,
Roaming and Interconnect areas to te revenues or save costs,

fficlent or offer more quality solutions to end subscribers.
They presented to a panel of judges, known as the Lions, e gave live
feedback to them in front of the Genesis audience.
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METHODOLOGY

two major steps which are registration and voting.

VOTING

following steps:
= Asurveywas launched after the Showcase where
MNOs could rate the participant solutions
« As part of ROCCO Genesis event, we held the Lions.
Den on 17th May 2022 where both the Lions and
‘Genesis audience rated the solutions

75/
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ROCCO

ATIM AKEH-OSU

MTN GLOBAL CONNECT

e background in telecoms operations and management. Her 20 years of

experience span across Carrier relamkms. International Roaming, Marketing & Strategy.

and Enterprise Business where she has delivered dynamic models for business

“Hiciencior and consistently. suppons several digital transformation Initiatives.
r expertise in she has ms

achieve personal and organisational potential. She believes in the evolution of the
innovative to industry
world,
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ROCCO

CAMERON DUNN

AT&T

Camemn Dunn is a highly-accomplished and innovative Director of Inter-Carrier

ice Development, with over 20 years of in-depth knowledge and experience in

Ieadlng teams in the ideation, development and implementation of new mobile

roaming products and services. Over his career in mobile communications, Cameron

has had the opportunity to work in systems management, billing, operations,

hitecture, marketing, standardl for success via
‘end-to-end” busi
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LUC LAMOUREUX

RELIANCE JIO

Lucl isthe Roaming and Planning at Reliance JIO, a

4G only oper A

he has 25 years of experience and hands-on roaming knowledge. Having worked in

Canada, Switzerland, Luxembourg, Belgium, Bahamas and USA, Luc is a gentleman of

the world and a true roamer. Spending half of his career working with an operator and

the other half with roaming service providers, he has a great understanding of the.

entire roaming ecosystem. Luc has been involved with the development of industry
y puty 2019.
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ROCCO

STEPHANIE FLEURY
CNN BRAZIL

With entrepreneurial vocation, Stéphanie was CEO and founder of the digital account

DinDin,
sell a startup to a bank in Latin America. After DinDin's exit, she became Chief Sales
isnowa TV P
in the telecom market, where she worked at TIM, Oi, Cisco Jasper in Silicon Valley
(California) and at Digicel ed to the GSM
Association. She Is also a Business Advisor for Sony Pictures Entertainment, for the
Shark Tank Brazil and was the first woman to assume the position of
Brazilian Fintech
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Over the years ROCCO has released several studies that focus on the innovation
contribution of telecom vendors. Our goal s twofold since. fisty. it is important to
Tecognis the compares et push botindaries by roducng new proccts and sendces

Also, different stakeholders in the telecommunications industry can make better decisions
based on this information. A recurrent issue in the telecom industry is the excessive use if
the term innovation which, at times, makes it a pointless term. I the view of Drucker (2002),
innovation is the set of actions implemented by an entrepreneur that creates new wealth-
producing resources or enhances existing resources with more potential. In this regard,
ROCCO identiies innovation as the process behind the design and implementation of new
technologies and services that either provide a betler user experience or improve existing
processes,

2021 marked a change in ROCCO's innovalors initiative as, for the first time, mobile
operators were invited to participate in The MNO Innovators, Moreover, for the first time, it
was decided that participants should take a step forward and present a solution that they
considered as innovative. Additionally. The MNO Innovators represented a challenge to a
general misconception about mobile operators not being sufficiently innovative. However,
this is arguably a misconception as over the years, operators have been pushing for
innovation in key aspects such as developing industry standards or their solutions, The
participant innovations ranged from a wide array of use cases that not only encompassed
customer-centic souons but s procosses assosted wilh Roaming managerment

reover, the solutions featured state of the art technology as exemplified by the use of
pihiy Intelligence (AD or Internet of things (o



https://roccoresearch.com/product/the-innovators-report-2020-strategic-analysis/
https://roccoresearch.com/the-mno-innovators/
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he measurement of innovation and what ts actual impact consists of can be a subject of
ERES following classification provided by Creative Realities (2015) gives a clearer
overview of the innovation levels.

of small, yet meaningful improvements 1
G B NG (T D BN B e )
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In the previous Innovators repor

innovation level.

INCREMENTAL INNOVATION

FAITHFUL
The attribute faithful denotes those kinds
of vendors who always faithfully make
incremental changes to their solutions in a
reliable way. Those companies that
provide products that do not usually have
defects or complaints, are also innovative
to support specific client needs and their
products evolve every year.

INTREPRENEUR
repreneur is the attribute that denotes a
breakthrough  innovation  through  a

company culture where internally staff are
encouraged to think like entrepreneurs,
starting  start-up  style thinking and
products and services inside the business
Companies which ~exploit  innovation
opportunities in the market. take risks in
developing new products or services and
keep an innovative stance despite success
o failure.

REAKTHROUGH INNOV.

COLLABORATOR
A company s considered a collaborator
when it works with MNOs to make
incremental changes to its solutions. it
caters to MNOs in sewvices such as

jucing their costs, increasing ~their
quality or providing them with efficiency
gains.

\TION

CHALLENGER

A challenger company is breaking through
as an innovator by challenging the normal
activities and looking to innovate  the
industry it works in. It has an active stance
in the development of new standards and
processes, they also challenge current
standards to improve the situation for
MNOS and wants to innovate the industry.

TRANSFORMATIONAL INNOVATION
VISIONARY INVENTOR

A visionary is the kind of company that
wants to make its mark by transforming the
industry and making it follow its vision. To
be considered a visionary. a company must
invest in research and development (R&D)
but also be open-minded and think
proactively about where the industry is
heading

713/

Finally. the inventor company is the
epitome of a transformational company. It
cannot settle with traditions and needs to
be always looking to advance the industry
with benefit to all. In other words, inventors
have original ideas as well as inspire other
companies and make customers feel
excited about their new products
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In this section, we cover some of the major

dustry issues that ROCCO has retrieved
from different surveys. One of ROCCO's
goals as a company is to contribute to the

provement of the telecommunications
industry by creating a platform to discuss
positive developments, but also, about
‘what areas need improvement.
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FRAUD & SECURITY

y (F4S) here are several pain paints worth addressing
wall Vendor Benchmarking y MNOs indicat
threat associated vith SMS-related Fraud To add further
complexity. operators are renewing their infrastructure with both e e deployment of 5G
and the decommissioning of legacy networks. In this regard there are high exp
for the Security Edge Protection Proxy (SEPP) in providing a better network s
rehit ng SEPP fealures, it is emphasised that it provides end
confidentiality and integrity between source and de: n networks for designated
message elements. In ROCCO's Signalling Firewall Vendor Benchmarking Report the
\'mrmwo operators indicated
addition to SEPP.

For
1

t Bypass i

cture. Am

at they are plannin

m nalling firewall in
This reflects the current status of the network infrastructure
ot curtenty in 4 56 sianclon (SA) scenaro

“Voice OTP & Flash Call’

SIGNALLING



https://roccoresearch.com/product/signalling-firewall-vendor-benchmarking-report-2022-strategic-analysis/
https://roccoresearch.com/product/sms-firewall-vendor-benchmarking-report-2022-strategic-analysis/
https://roccoresearch.com/product/fraud-prevention-market-intelligence-report-2022/
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ROAMING

Regarding Roaming, ROCCO has recently retrieved
information about the challenges that operators are facing in
the area of 5G and VOLTE Roaming. For VOLTE, some MNOs
have raised their complaints that not all handset vendors are.
suppemng VoLTE roaming. In the case of 5G Roaming, only a

raction of operators are currently considering
depkoymg a full 5G SA network. This indicates that, at least in
the short term, most MNOS will feature a hybrid model where
both 5G SA and NSA coexist. With regards to network slicing, a
significant percentage of operators do not have a clear stance
to offering it to Roaming partners. In this regard, it is expected
that as 5G deployments increase, operators will be more.
proactive in terms of offering network slicing.

*Support for VoLTE roaming
from  handset  vendors
(should be fixed by now)*

FIND OUT MORE INFORMATION AT
M @



https://roccoresearch.com/product/5g-roaming-strategy-market-intelligence-report-2021-strategic-analysis/
https://roccoresearch.com/product/volte-vision-strategy-report-2021-strategic-analysis/
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MESSAGING

Messaging is one of ROCCO's core areas of research as we have been analysing the A2P
SMS market since 2015 Over this period, there have been changes such as the
consolidation of the Communication Platforms as-a-Service (CPaas) or the emergence of
over-the-top (OTT) messaging applications. However, despite these important
uansvovmauons it seems that SMS is still leading as the major communication channel

is represents a milestone in the history of telecommunications given that SMS was
dcvclnpcd in the early 10905, If one thing is clear is that COVID-1g represented a big push
Up to the volumes of this channel. In this regard. industry consensus point to one word
which is ubiquity. As SMS is compatible across all devices, this makes this channel have a
key advantage in comparison to other newer alternatives. Despite its success, MNOs
worldwide are stll suffering the impact of grey routes which reduces the monetisation of
this channel. In this regard, the insufficient momentum of RCS s also partly explaining the.
dominance of A2P SMS. However, this trend can be reversed if different stakeholders get
more involved in RCS. This is exemplified by the Cross Carrier Messaging Initiative (CCMI)
by MNOs in the United States. Also, if I0S devices supported this messaging channel. its
adoption would likely increase. Finally, it is expected that A2P SMS will continue to be
dominant in the short term, however. it remains unclear which messaging channel will
overtake it

ROCCO'S UPCOMING A2P SMS REPORTS
WILL BE PUBLISHED AFTER GENESIS

CPaaS @ A2PSMS @ A2PSMS &

118/


https://roccoresearch.com/product/a2p-sms-messaging-vendor-benchmarking-report-2021-strategic-analysis-enterprise-edition/
https://roccoresearch.com/product/a2p-sms-messaging-vendor-benchmarking-report-2020-strategic-analysis-mno-edition/
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IB/\SIS

POWERED BY TOFANE ) A

Employees

Services offered
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POWERED BY TOFANE 1

FLORIN NEAMTU

iBASIS Security iQ360

IBASIS is presenting Security i0360 which is a solution that belongs to the.
area of fraud & security. The telecommunications industry is in a current
scenario of growing complexity which makes necessary a holistic
approach that reduces potential threats. A recurrent issue s the financial
impact derived from fraud as it is estimated that MNOs worldwide lose.
around 28 billion USD. Moreover. there is an increasing degree of network.
complexity as many operators have 3G. 4G and 5G networ

simultaneously. Given this set of developments, it is worth having a
solution that I

in terms of 5G and loT deployments while there is also a shortage of
cybersecurity workers

IBASIS anti-fraud approach is threefold as it targets threats in voice. SMS
am onaio Secunly oo hoe o cloteGosed st which proviss
For instance.
e A e G e B L deployed and
managed in the IPX network From an investment perspective, the
deployment of this solution does ot require a long set-up period and no
intemal operating expenses (OPEX) after installation. Another key
advantage is that it detects attacks even if MNO internal protection s
bypassed

r21/


https://www.linkedin.com/in/florin-neamtu-0078911/
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(@) infobip

-

HQ Location
London, UK

e

L
Com.pany typs Employees
Private Company 1001-5000

Services offered
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infobip

Infobip is presenting three solutions
that belong to the areas of fraud &

security and messaging.

s23/


https://www.linkedin.com/in/shamcareem/
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(@) infobip

JOHN MURTAGH



https://www.linkedin.com/in/john-murtagh-060776/

BYROCCO

CPaaS Telco Solutions



https://www.linkedin.com/in/andrijamiskovic444277115/
https://www.linkedin.com/in/ivan-buljan-12109228/
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(3 kaleyra

Listed on the Stock
Exchange

2022

Employees

201-500
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LARA WEISZ

SIM Swap Fraud Management

- 127/

ROCCO

JUSTYNA MIZIOLEK

»



https://www.linkedin.com/in/lara-weisz-94a29b6/
https://www.linkedin.com/in/justynamiziolek/
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“"mobileum

Action driven by intelligence

Cupertino, USA

o
Company type Employees
Private Company 1001-5000

Services offered
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mobileum

Action driven by intelligence

is currently in a
le a wide ran

latency, bandy
ross landscay
e e ror! b

st
tifical intel

rs. For instance, d
ct and isolation for all
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https://www.linkedin.com/in/steve-brooks-b184021/
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monty
() mobile

THE ART OF TELECOM

\
\ 1

-

-

\f i
London, UK 19 |
‘ ’

-
b
Company type Employees
9 Private Company 501-1000

Services offered
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THE ART OF TELECOM

RAZAN ITANI

ing

Flash Call Prevention Solution

. Y

ROCCO


https://www.linkedin.com/in/razanitani/
https://www.linkedin.com/in/sarah-barakat-b6359172/
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Employees

Services offered
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SMART

Wk s on Roeming: ROBSITRtS Relout Optinizer ROLLO e
to streamline ming tis
worth considering the considerable amount Erasee required
which increases the likelihood of human errors and delays in decision
making As a result, this has a poien!\sl negative impact on operators'
0aming platform

ROLLOP helps Roaming Teams need to prioritize the rollout activity and
automate the roadmap definition based on technical and business criteria.
In essence. s a big data-based application which combines several
pectoicalyend[Ereiess ot} from e aolices el o=t
provides the priority roadmap for new service openings and selected
roaming partners by using a prioritisation algoﬂ!hm tailored for each
customer based on their business strategy. This s based on ensuring that
each operator has full flexibility in terms of a customised algorithm The
business model follows a software-as-a-service (SaaS) approach
Specifcaly.  hes a set.up fee (coount cmrgura..m + Integration with
e In terms of future:
R e i e
quality ranking, financial reliability or Commercial potential (number of
existing roaming partners in the same country)



https://www.linkedin.com/in/mehdi-triki-4803882/

THE VENDOR INNOVATORS

Security&en

Telecom Security. Transcending Generations.

2022

|
Rome, ltaly

Employees
51-200

Services offered
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SecurityGen

Telecom Security. Transcending Generations.

PAOLO EMILIANI

Based on artficial i (AD, SecurityGen's solutic
Cybersecurity Expert (ACE). In a c
increasing and the ad

inerplay tors ha

e b o vy sy o o

< has gained momentum, The.
the degree of d cy while the
fting threats. On one hand,

busines: tion lhuuqh tec
har

tion performs real-time attack simulation checks if there are any
mobile network infrastructure. It also

business as usual operations. ACE works by identifying the land

he simulation of real attack s

S (B (D TR
atus to different vulnerabilities and

curty posture results in a report with

w-to-fix details. As the

nspection

erity level, description of threals mm and b


https://www.linkedin.com/in/paolo-emiliani-4bb55a3/

The innovations ranking has been computed
by considering the ratings of the first round of
Voters and the ratings provided by the Lions
and the Genesis audience. The solutions are
ranked according to their overall score.
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ROCCO

Digital Identity-as-a-Service

TOP SOLUTION
| ©)infobip |
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Artificial Cybersecurity Expert
(ACE)
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Artificial SMS Traffic Inflation Fraud
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ROLLOP (Rollout Optimizer)
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Flash Call Prevention Solution
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CPaaS Telco Solutions




SIM Swap Fraud Management
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Mobileum Assurance Solution
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iBASIS Security iQ360



MNOs OPINIONS ABOUT THE TOP 3 INNOVATIONS

“it's anew approach to finding threat /vulnerabilities
with Al capabilities that able to corelate threat"

“It conducts ongoing security assessments to monitor the
entire network and expose any flaws or vulnerabilities™




CONCLUSIONS

With a similar focus than previous editions, The
Vendor Innovators 2022 has proven again that the
telecommunications industry is formed by people

associated with roaming management.

ROCCO wants to acknowledge all participant
vendors for their interest in this initiative and for
sharing the information about their solutions. Also,
the lions have provided key insights about the
solutions presented which will help the vendors
refine their solutions. On a final note, the ROCCO
team wants to appreciate the people from Genesis
audience who have came from different parts of the
‘world to take part in this initiati







MNOs GET YOUR
INNOVATIONS
MOVING!




VENDORS GET YOUR
INNOVATIONS
MOVING!

VENDOR

2024



